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OUR CODE
OF CONDUCT
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Welcome to our Code of Conduct
Our Code of Conduct sets out the standards for
every one of us in Aggreko. Firmly based on our
shared Always Orange values, it’s a practical guide
to the way we should all behave at work.
We all share a common goal: to deliver growth. Clearly, that’s
important – but doing it in the right way is even more important.
To make a massive difference we all need to do the right thing – that
might not always be the easiest, quickest or cheapest choice, but it
should always be the choice we make.
Use the Code of Conduct to hold yourself and others accountable. If you
see something that doesn’t meet our high standards then challenge it,
using the Code and our Always Orange values. Sometimes that might
feel like a difficult thing to do, but the whole of the leadership team is
here to support you to do the right thing; please talk to your manager,
a member of your regional management team or any member of my
executive team if you feel unsure about challenging behaviour that
goes against the spirit of our shared Code.
Please take time to read the Code of Conduct and think about how
it applies to you, your job and your team. Ask your manager if anything
is unclear, and use the Code to help us to create an Always Orange
Aggreko where every colleague can thrive and our business can grow.

Chris Weston
April 2019
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OUR VALUES AND
BEHAVIOURS

BE DYNAMIC
Using our entrepreneurial
passion to deliver and making
great things happen.

BE EXPERT
Using our blend of experience,
expertise and planning to keep
us ahead of the game.

We do

We don’t

We do

We don’t

Act like
owners

Try to run
every show

Love the
discipline

Just love
the action

Stay nimble

Let size slow
us down

Use our
expertise

Wing it

Love what
we do

Love it at
all costs

Excel under
pressure

Let chaos rule

BE INNOVATIVE
Learning from the world for
a better today and for great
leaps tomorrow.

BE TOGETHER
Asking the best of each other,
harnessing our scale and diverse
skills to grow stronger together.

We do

We don’t

We do

We don’t

Look up
and out

Assume we
know it all

Play for
Team Aggreko

Go it alone

Learn
and adapt

Reinvent
the wheel

Demand
Accountability

Lay blame

Create
our future

Forget to be
better today

Value
difference

Only value
people like me
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What is the Code of Conduct?
Our Code of Conduct has three main purposes:
1. t o explain the values we expect from all
members of Team Aggreko. These values guide
our behaviour and provide a common set of
standards for us all wherever we are working
in the world;
2. to give us practical guidance on how to apply
the Always Orange values in our work;
3. to explain how to speak up or get further
guidance if we are unsure or concerned
about any activities or behaviours.
Within this Code of Conduct we have tried to
provide practical guidance on how to deal with
difficult issues but we can’t cover every situation.
If you are ever unsure what to do, your guiding
questions should always be:
1. Is it legal and honest and am I authorised to do it?
2. Does it follow the spirit of our Code?
3. Am I setting a good example to my team
and colleagues?
4. Would I be embarrassed if I read about
my actions in the media?

These questions should always steer you to do
the right thing but if you need further support
you can speak to:
•
•
•
•
•
•
•
•

Your manager
Your regional HR Manager
Your regional Head of Legal
Your regional management team
The Group Legal Director
The Group HR Director
The Head of Compliance
The Chair of the Ethics and Corporate
Responsibility Committee.

		

As Aggreko does business in more than 80
countries, our Code of Conduct cannot cover
every law, regulation or other legal requirements
which may apply to different parts of our business.
You must familiarise yourself with any laws which
apply to where you work and comply with those
laws. Where there is a difference between a legal
requirement and our Code of Conduct, you should
always apply the highest standard.

ALWAYS ORANGE – OUR CODE OF CONDUCT

Who is the Code of Conduct for?
The Code applies to everyone
in Team Aggreko.
This means employees, contractors, third party
sales representatives and our directors and officers
throughout the world. If we form a joint venture
with another business, our Code of Conduct (or
equivalent) will apply.
Everyone is expected to read, understand and
follow the Code. We take our Code seriously
because getting things wrong could damage
our reputation, harm our employees, create
unnecessary risk and may even lead to criminal
liability for Aggreko or our employees. That’s why
we’ll always investigate and take action against
anyone who doesn’t comply with the Code at
work, with consequences including anything from
additional training to termination of employment.
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ALWAYS ORANGE – OUR CODE OF CONDUCT

Speaking Up
If you see or hear of anyone breaking our
Code or behaving in a way that doesn’t
reflect our Always Orange values, then
we need you to speak up. You can talk
to your manager, a member of your
regional management team, the Group
Legal Director, the Group HR Director,
the Head of Compliance or the Chair of
the Ethics & Corporate Responsibility
Committee. You can also use Expolink to
report any concerns by phone or email.
Expolink is an independent service and
any report will be treated in the strictest
of confidence. You don’t have to give your
name or contact details, and you’ll be able
to speak to someone in your preferred
language. You’ll find the Expolink contact
details in our Speaking Up Policy, as
well as on posters around your part of
the business. The Ethics & Corporate
Responsibility Committee will review all
reports received via Expolink annually.
For further guidance read our Speaking Up Policy.

DO’S AND DONT’S

We do:
– investigate any reported breaches
of the Code of Conduct
– p
 rotect the confidentiality
of anyone who speaks up.
We don’t:
– r etaliate against anyone who
reports a legitimate concern
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QD
 o you have to be sure
the Code is being broken
before you report a
concern?
A No.

If you have a
genuine concern, report
it immediately. Even if
you’re wrong, you won’t
be penalised.

– s hare the identity of a person
who reports a concern.
Q Who

will be told that
I raised a concern?
AY
 ou don’t have to
disclose your identity
but if you do, only
the immediate team
investigating your
report will know
your identity.

DO’S AND DONT’S

HEALTH, SAFETY AND THE ENVIRONMENT
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Keeping Team Aggreko safe
We do:
– know the health and safety requirements
that apply to us
– look out for our team and speak
up if we see something wrong
– report all risks, accidents or illnesses
– stop work if we think it isn’t safe
– make sure any third parties working
with us comply with our health and
safety standards
– work with others to improve standards
and share best practice.
We don’t:
– do work we’re not qualified
or authorised to do
– ignore any safety issue, no matter
how small it seems.

We work with heavy electrical
equipment, which, if not handled
with care, could cause damage to
our people and third parties.
The health and safety of our people,
our customers, suppliers and the
communities around us is always our
priority. Our health and safety policy,
standards and procedures are designed
to keep everyone safe – so Be Expert,
understand and follow them all the time.
For further guidance read our Group Health
and Safety Policy.

Q I’m on a tight deadline.
Is it OK to tweak the
safety procedure to get
the work done on time?
AN
 o. Our health and safety
procedures are designed
to keep everyone safe at
work. We all want to get
the job done, but this
can’t be at the expense
of safety.

DO’S AND DONT’S

HEALTH, SAFETY AND THE ENVIRONMENT
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The environment
We do:
– know the environmental requirements
that apply to us
– report any potential environmental
risks or incidents
– use the most efficient processes
and technologies to make the most
of our resources.
We don’t:
– work without the necessary
environmental authorisations
or permits.

We love to use our expertise to take care
of the environment around us. We use
resources efficiently and work hard to
minimise the environmental impact of
the things we do. We always comply
with the environmental standards and
procedures and any relevant laws and
regulations on our sites.
For further guidance read our
Group Environmental Policy.

QW
 hen re-fuelling a
generator the fuel pump
breaks and spills diesel.
What should I do?
AY
 ou should stop
work and immediately
follow our fuel spill
response plan. Fuel
spills can be dangerous
and can have a lasting
detrimental impact on
the environment if not
dealt with appropriately.
For that reason it is
important that you stop
working and deal with it
immediately and report
the spill.

QH
 ow can I do my
bit to protect the
environment?
AW
 e can all make a
difference. Simple things
like turning off the lights,
minimising printing
and business travel can
all help to reduce our
environmental impact.

DO’S AND DONT’S

ETHICS
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Conflicts of interest
We do:
– act in Aggreko’s best interests
– make sure we are fair and impartial
in all business dealings
– disclose any financial interests or
connections we (or our family members)
have with any competitors, business
partners, customers or suppliers.
We don’t:
– use our Aggreko contacts or positions
to advance our personal interests
– hide or fail to disclose any actual
or potential conflict of interest.

We all have a duty to make decisions
that are in the best interests of Aggreko.
That means we should avoid situations
where our personal interests could
potentially compromise our judgement
or independence. This could arise if
you or a family member has a personal
relationship or financial interest with a
customer, supplier, business partner or
competitor of Aggreko. If you believe
there’s a potential conflict of interest
talk to your manager or the Head of
Compliance right away. They’ll help
you protect yourself and the business.

QC
 an I help a friend
to apply for a job
in Aggreko?
AY
 ou can advise your
friend how to apply for a
vacancy and direct them
to the right member of
Team Aggreko, but you
can’t be involved in or
have any influence on
any hiring decisions.

Q My sister works at a
company currently
bidding for work with
Aggreko. Can I be
involved in this tender?
A Your personal
relationship with this
potential supplier could
compromise your
judgement. You should
speak to your manager
who will help you to
manage this conflict
of interest.

DO’S AND DONT’S

ETHICS
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Fraud
We do:
– make sure our records are accurate,
complete and not misleading
– we query any transactions which
don’t look right
– report any activities or transactions
we suspect may be fraudulent.
We don’t:
– use Aggreko’s assets for our own use
– falsify expense claims, invoices, inspection
reports, financial statements or other
company records
– ignore something that we suspect
might involve fraud, theft or dishonesty.

Aggreko is committed to acting
honestly, fairly and openly in our
business activities. We never take part
in dishonest or fraudulent activities.
We expect every member of Team
Aggreko to uphold these values.

Q I suspect that an invoice
contains charges for
services that weren’t
provided by the supplier.
What should I do?
AY
 ou should always
speak to your manager,
Head of Finance or the
Head of Compliance if
an invoice doesn’t look
right, making sure
you query any unusual
elements before making
any payments.

Q I suspect a member of
my team is claiming
expenses for costs that
she has not incurred,
what should I do?
A If you suspect something
is not right, speak to your
manager or the Head
of Compliance.

DO’S AND DONT’S

ETHICS
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Anti-bribery and corruption
We do:
– report any suspicion of bribery
or corruption
– report any demands made for
any inappropriate payments
– query any transactions which don’t
look right, or aren’t supported by
receipts or quotations
– make sure we know exactly who we’re
doing business with by carrying out
the right level of due diligence.
We don’t:
– offer or accept money, gifts, hospitality
or anything else of value to influence
a decision
– work with any third parties without carrying
out proper due diligence and approval,
following our Third Party
Sales Representatives Policy
– conceal or fail to accurately record
our activities.

Wherever we operate we will never
take part in any kind of corrupt
activity, either directly or through
third parties. That includes actions like
offering, giving, requesting or receiving
payments or other things of value like
gifts, hospitality, jobs or donations to
influence decisions.
In some countries, it’s common
for public officials to demand cash
payments to carry out the normal
function of their job. These lowvalue, relatively common, “facilitation
payments” may seem harmless, but they
are against the law. You should never
pay a “facilitation payment”. The only
exception is if there is an immediate
threat to your personal safety or liberty.
For further guidance read our
Facilitation Payment Policy.

QA
 supplier has
offered to transfer
cash to my personal
bank account if I
give them a contract.
What should I do?
AT
 his is a bribe, sometimes
known as a kickback, and
it’s illegal. You should
immediately decline the
offer and report it to your
manager or the Head
of Compliance.

QA
 customer asks if we could
offer an apprenticeship to
his daughter. What should
I do?
AO
 ffering work to a family
member of a customer
could be considered a
bribe if it could influence
their decision when
awarding work. You should
discuss with your manager
or the Head of Compliance
to agree how to respond.

DO’S AND DONT’S

ETHICS
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Gifts, entertainment and hospitality
We do:
– make sure any gifts, entertainment
or hospitality offered or received are
reasonable, in terms of value, frequency
and timing
– use the policy to get the necessary
approvals before offering or receiving
any gifts or hospitality
– remember that gifts, entertainment
and hospitality involving government
or public officials carries a higher risk
of perceived bribery and require
even more care.
We don’t:
– offer gifts, entertainment or hospitality
which are excessive or inappropriate
– offer or accept gifts in cash (or cash
equivalent like vouchers or tokens)
– ask for gifts, entertainment or hospitality
– offer or accept gifts that may create a
sense of obligation or conflict of interest.

Modest gifts, entertainment and
hospitality can help to build good working
relationships with customers, suppliers
and stakeholders. We sometimes use
hospitality and promotional opportunities
to present our products and services,
establish relationships or attract new
customers. That’s an established part of
doing business – but gifts, entertainment
and hospitality should never be offered
or accepted if they will improperly
influence a decision.
For further guidance read our Gifts,
Entertainment and Hospitality Policy.

Q I’m negotiating with a
potential customer and
they’ve asked to visit an
overseas site to assess
our equipment in action.
What should I do?
AG
 enuine business
trips, such as to see
equipment or a site
in operation, are
acceptable. But every
aspect of a trip like this
must be reasonable and
proportionate. This kind
of hospitality will also
need to be approved
in advance, following
the process in our Gifts,
Entertainment and
Hospitality Policy.

DO’S AND DONT’S

ETHICS

14

Charitable donations and sponsorship
We do:
– try to make a massive difference in
our communities by supporting local
community organisations
– make sure any charities or organisations
we support are appropriate
– make sure any voluntary contributions
we make are reasonable in terms of value,
frequency and timing
– use our Making a Massive Difference
Policy to seek approval before making
voluntary contributions
– keep records of all voluntary
contributions we make.
We don’t:
– make contributions to influence
a decision, or for any other
improper purpose
– make voluntary contributions or
sponsorship arrangements with
organisations that don’t share
our ethical values
– use voluntary contributions
or sponsorships to disguise
political payments.

We use voluntary contributions to make
a massive difference in our communities.
We make contributions to registered
charities and local organisations in
the communities where we work, as
well as supporting training and skills
development in science, technology,
engineering and maths; health and
safety; and disaster resilience.
We use sponsorships as part of our
marketing activities to help us connect
with our customers.
Charitable contributions and sponsorship
arrangements must always be for the
right reasons. They can never be used
to influence business decisions, so any
donation or sponsorship opportunity
must be approved in advance, using
our Making a Massive Difference and
Sponsorship Policies.
For further guidance read our Making a
Massive Difference and our Sponsorship Policy.

Q I would like to support a
local event by providing
Aggreko equipment for
the event. Aggreko will
be formally recognised
as a sponsor of the event
in marketing materials.
AT
 hese types of arrangements
are normally ok as long as
the event is appropriate and
doesn’t create a conflict of
interest. Before going ahead,
use our Sponsorship Policy
to get any relevant approvals.

QT
 he local school has a
leaking roof. Could we
make a donation to
help with the repairs?
AY
 es this is the type of
donation where we could
make a massive difference.
Before offering any donations,
use our Making a Massive
Difference Policy to get the
relevant approvals.

DO’S AND DONT’S

ETHICS
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Using third party sales representatives
We do:
– expect all third party sales representatives
to comply with the Code of Conduct, any
relevant Aggreko policies and procedures,
and local laws and regulations
– complete due diligence on third party sales
representatives before working with them
– make sure we know exactly what the
third party will do and how they’ll do it
– monitor the third party’s activities and
ongoing compliance with our policies
– make sure any money paid to a
third party is reasonable and that
all transactions are transparent.
We don’t:
– use third party sales representatives to
make payments or arrangements we
wouldn’t be comfortable making ourselves
– encourage a third party sales representative
to do anything which may breach our Code
of Conduct or the law
– enter into any agreements without
genuine commercial reasons
– make payments to third party sales
representatives without a valid
contract and full transparency about
the payment.

In places where we don’t have a
permanent presence, or where we need
local knowledge and expertise, we
sometimes use third parties like sales
consultants, agents or joint venture
partners. Before engaging any third party
sales representatives we must carry out
due diligence to make sure we are happy
that the third party shares our values
and standards, particularly in the areas
of health, safety and environment, and
bribery and corruption.
For further guidance read our Third
Party Sales Representatives Policy.

QW
 hat should I do if I
urgently need a third
party representative
to help with customer
negotiations?
A No
 matter how urgent,
due diligence must be
completed and a formal
written agreement
agreed before you can
work with any third party
sales representative.

QW
 hat should I do if I
suspect a third party
representative is making
improper payments to
influence decisions?
A You

should report this
immediately to your
manager to and the
Head of Compliance.

DO’S AND DONT’S

ETHICS

16

Tax evasion
We do:
– manage our tax affairs ethically and in
accordance with our tax strategy
– report any suspicions that a third party
may be evading the payment of tax.
We don’t:
– help others to evade tax
– ignore any suspected tax evasion.

We comply with all local tax legislation in
the countries where we operate and pay
the right amount of tax for those activities.
We have a zero-tolerance approach to tax
evasion and always manage our tax affairs
ethically. We also make sure we don’t
facilitate tax evasion by other parties,
even accidentally.
For further guidance read our Guidelines
on the Prevention of the Facilitation of Tax
Evasion.

Q What

should I do if
I have concerns that
a supplier might be
asking us to assist them
to evade tax
by making a
payment offshore?
A If you have any suspicions
or concerns that a
supplier (or other third
party) might be asking us
to assist them to evade
tax, report it immediately
to the Group Legal
Director, the Group Tax
Director or the Head
of Compliance.

DO’S AND DONT’S

ETHICS
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Fair competition
We do:
– take care when dealing with actual
or potential competitors
– tell the Head of Legal or the Head
of Compliance if we receive any
sensitive commercial information
about competitors
– notify the Head of Legal or the Head
of Compliance immediately if we’re asked
by a competitor to work together in any way
– clearly record the source of any
information we get about actual
or potential competitors.
We don’t:
– take part in any discussion, correspondence,
agreement or understanding with a
competitor (or potential competitor)
to fix prices, rig bids, share customers
or markets
– discuss commercially sensitive information
(like pricing, costs or market strategy)
with competitors.

We believe in free and open
competition. We work hard to win
against the competition by providing
better products and services, not by
unethical or illegal business methods.
We never do things which would restrict
free and fair competition, such as working
with competitors to rig bids, exchange
sensitive commercial information,
fix prices or share markets.
Competition laws are complicated,
so if you’re thinking about any type
of arrangement or engagement with
a competitor or potential competitor
talk to your Head of Legal or Head
of Compliance first.

Q I’ve been contacted by
a competitor’s sales
rep. They suggested
that rather than going
head-to-head on the
next round of tenders
we should agree how to
bid, so we each win one.
What should I do?
AY
 ou should tell the sales
rep that you can’t take
part in any discussions
like this and immediately
tell the Head of Legal
and the Head of
Compliance. This is
serious anti-competitive
behaviour, which could
lead to a criminal
prosecution.

DO’S AND DONT’S

ETHICS
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Sanctions and trade restrictions

– disguise the true end-user or
end-destination of our goods or services

We comply with all trade laws and
restrictions within the countries we
operate. This may include sanctions
and trade restrictions which stop us
working in certain countries, or with
individuals or entities. It can also include
restrictions on the export of certain
goods and services to some countries.
Our Contract Risk Management Policy
sets out the countries targeted by
sanctions or trade restrictions. If we
do work in these countries, or with
individuals or entities from these
countries, we must complete due
diligence to check if any trade
restrictions apply.

– ignore concerns about the intended
use or destination of our goods.

For further guidance read our Contract
Risk Management Policy.

We do:
– take particular care when working in
countries or with entities from countries
subject to sanctions or trade restrictions
– use our Contract Risk Management Policy
to keep up to date with countries that have
trade restrictions
– establish if any goods we are exporting
need an export licence
– contact the Head of Legal or the Head
of Compliance if we are uncertain about
activities involving countries targeted by
sanctions or trade restrictions.
We don’t:
– ignore trade laws and restrictions

Q I think my customer
has exported Aggreko’s
equipment to a
country subject to
trade restrictions.
What should I do?
AC
 ontact your Head
of Legal or Head of
Compliance immediately.

DO’S AND DONT’S

ETHICS
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Political activity
We do:
– make it clear that any political views we
express or actions we take are ours and
not Aggreko’s
– make sure any political activity doesn’t
create a conflict of interest
– talk to our manager before standing
for public office.
We don’t:
– use charitable donations or expenses
to disguise political contributions
– use any Aggreko funds or resources
to support political activities.

Aggreko does not make payments or
other contributions to support political
campaigns or political activities.
Of course, we all have our own personal
interests outside work and all employees
have the right to take part in lawful
political activity in their own time. But any
political views should be clearly expressed
as personal views, not those of Aggreko.

QW
 e’re having an election
locally and a political
candidate has asked us
to provide a generator for
an event. Can we do it?
AW
 e can supply equipment
if the candidate pays for
rental on our standard
commercial terms.
Preferential discounts
should not be used to
disguise any political
contributions. You
should also consider if
our reputation could be
damaged by association
with the candidate – ask
your manager for advice if
you’re unsure.

DO’S AND DONT’S

OUR PEOPLE AND ASSETS
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Respect
We do:
– value difference and treat everyone equally,
with respect and without discrimination
– make decisions about recruitment,
compensation or development based only
on ability, skills, experience, behaviour and
performance
– speak up if we see bullying, harassment
or discrimination
– encourage and support people
who challenge or report any
inappropriate behaviour.
We don’t:
– intimidate or humiliate others
– m
 ake disparaging or discriminatory
jokes or comments
– block promotion or development
based on any form of discrimination
– tolerate any behaviour that could be
viewed as bullying or harassment.

Team Aggreko is made up of a rich
mix of people from different cultures,
religions and social backgrounds.
We value difference and we’re proud
to Be Together, creating an inclusive
culture where everyone is treated
equally with respect and compassion
in a welcoming work environment,
free from fear or intimidation.

QW
 hat should I do if I see
someone being harassed
through threatening
remarks or gestures?
A If you experience or see
any form of harassment
or threatening behaviour,
speak up. Report it
immediately to your
manager or your regional
Head of Legal or HR.
You can also report this
through Expolink.

DO’S AND DONT’S

OUR PEOPLE AND ASSETS
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Human rights
We do:
– prohibit the use of child or forced labour,
human trafficking and any activities
associated with modern slavery
– use fair labour practices and comply
with any applicable wage and working
time regulations
– immediately report any concerns regarding
suspected labour or human rights abuse to
the Head of Compliance.
We don’t:
– work with suppliers who refuse to adopt
the standards set out in our Supplier
Code of Conduct
– ignore human rights abuses by our
suppliers, customers or business partners.

We’re an international business and we
recognise we have a responsibility for
upholding and protecting human rights.
We have a zero-tolerance approach to
forced labour practices, modern slavery
and child labour. We expect our suppliers
to adopt similar approaches – our Supplier
Code of Conduct sets out the minimum
standards we expect from them.
For further guidance read our
Supplier Code of Conduct.

Q I think one of our
suppliers isn’t paying
their workforce in line
with the local legal
requirements. What
should I do?
AO
 ne of the requirements
of our Supplier Code of
Conduct is that suppliers
must pay workers in line
with local laws. If you
have concerns that a
supplier may not be
complying with this,
tell your Head of
Procurement or
Head of Compliance
straight away.

DO’S AND DONT’S

OUR PEOPLE AND ASSETS
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Protecting Aggreko’s assets
We do:
– prevent unauthorised people from
accessing our facilities, information,
data or other assets
– look after Aggreko’s assets as if
they are our own
– protect Aggreko’s assets from
damage or theft.
We don’t:
– use Aggreko’s assets and resources
for personal gain
– ignore security threats to our assets
– use Aggreko assets for improper purposes.

We love the discipline of protecting
Aggreko’s assets. That includes physical
assets like our generators, spare parts,
resources used in our offices, and our
funds, as well as our intellectual property,
our people and our data. We must all
take care of our assets, preventing misuse,
misappropriation, damage or destruction.
We only use our assets for business
purposes, not for personal benefit or gain.

QC
 an I take scrap
materials from an
Aggreko site to sell?
A No.

Scrap materials are a
company asset and can’t
be used for personal
gain. The disposal of any
assets, including scrap,
must be approved by the
appropriate manager
using the applicable
delegation of authority.

DO’S AND DONT’S

OUR PEOPLE AND ASSETS
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Data privacy
We do:
– keep information safe and secure –
we keep paper copies locked in a secure
room or filing cabinet and we apply access
restrictions and password protection to
electronic information
– tell individuals how we’ll use their data,
and only ever use it that way
– complete data privacy training if we regularly
access personal information
– immediately report any loss of personal
data to the Head of Data Privacy.
We don’t:
– transfer or provide copies of personal
information to any third party without
approval from the Head of Data Privacy
– keep personal information for longer
than it’s required
– leave personal information where it can
be accessed by an unauthorised person.

We collect, process and keep personal
information about employees, suppliers
and customers to help us run our
business effectively. We must keep and
use data securely and properly, following
our Data Privacy Policy.
For further guidance read our Data Privacy Policy.

QW
 e have a new system
which will hold some
personal employee
information like
names, addresses
and photographs. The
supplier has asked for
a copy of this data so
they can upload it to
the system. What
should I do?
AC
 ontact the Head of
Data Privacy, who will
help you to review
the system to assess
whether we can share
the personal information
and to check that there
are appropriate controls
to keep the information
safe.

DO’S AND DONT’S

OUR PEOPLE AND ASSETS
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Confidential information
We do:
– consider whether information is
confidential before we share it
– encrypt and label confidential
information and put appropriate
confidentiality agreements in place
before we share it with a third party
– refer to Aggreko’s Share Dealing Code
before buying or selling any shares
in Aggreko.

Throughout our business we collect and
develop confidential information. This
includes marketing plans and strategies,
customer lists, trade secrets, proposed
mergers and acquisitions or intellectual
property. We all need to love the
discipline and protect the confidentiality
of any information we have access to.

– leave confidential information unattended

Those members of Team Aggreko who
have access to Price Sensitive information
should not use inside information to buy
or sell Aggreko shares for their own or
anyone else’s benefit.

– use unsecure internet networks to
access or share confidential information

For further guidance read Aggreko’s
Share Dealing Code.

We don’t:
– have conversations about confidential
information where we could be overheard

– share confidential information with
people who aren’t authorised to access
the information
– share confidential information
for personal gain.

Q Should

I join a
conference call whilst
travelling on a train?
A If your conversation
could be overheard,
you shouldn’t discuss
confidential information
in public places like
trains. If you need to
talk about confidential
information, schedule the
call for a time or place
where you can speak
privately.

QW
 hat should I do if I lose
a file or device containing
confidential information?
AR
 eport the loss of any
confidential information
immediately to your
manager and to the
ATS ServiceDesk.

DO’S AND DONT’S

OUR PEOPLE AND ASSETS
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Keeping our people and assets secure
We do:
– comply with Aggreko’s minimum
security standards
– always consider whether our activities
could expose our team or our assets to
security risk
– report all security related incidents
– investigate all security related incidents
and address any issues identified.
We don’t:
– ignore security concerns, no matter how
small it may seem
– ask our team to undertake activities
which may expose them or our assets
to security risk.

We work in some countries with a high
security risk. The safety and security of
our people, our properties and our assets
is paramount. Our security policy,
standards and procedures are designed
to keep Team Aggreko and our assets
safe and secure – so Be Expert,
understand and follow them.
For further guidance read our Security
Policy and Minimum Security Standards.

QT
 here has been a fuel
theft from our site what
should I do?
AY
 ou should report this
immediately through
Aggreko’s Security
Incident Reporting App
for further investigation.

DO’S AND DONT’S

OUR PEOPLE AND ASSETS
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IT systems
We do:
– comply with our IT security requirements
– keep log-in details and passwords
confidential
– protect Aggreko’s IT systems from loss,
damage or theft.
We don’t:
– use Aggreko’s IT systems or devices to access,
obtain, create or distribute any illegal or
offensive material
– use Aggreko’s IT systems or devices
excessively for personal use.

We provide IT systems and devices
so our people can do their jobs. Our IT
systems and devices can’t be used for
any improper purpose, or ways which
could affect their operation or integrity.
We allow reasonable, appropriate
personal use of our IT systems and
devices. This may be monitored.
For further guidance read our IT
and Communications Policy.

Q I have received an email
with an attachment from
an unknown sender.
What should I do?
AY
 ou should always be
cautious about opening
attachments from
unknown senders as they
may contain viruses. Use
the ‘Report Phishing’
button in your email or
notify ATS ServiceDesk
if you have any security
concerns, and they’ll run
a security check.

